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 This session is being recorded.

 Please unmute your audio to ask a question – jump on in! OR you can submit 

questions via the Chat button in your Zoom toolbar

 Please change your view to Hide Non-Video Participants by clicking on the ellipsis

(“dot-dot-dot”) in your Zoom profile.

Zoom Meeting Recording / Questions
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Copyright ©2022 Technology Business Management 
Council, Ltd.

All rights reserved. Printed in USA. Technology Business Management Council 

Confidential Information.

The content in this presentation may not be copied, photocopied, reproduced, translated, or 

reduced to any electronic medium or machine-readable form, in whole or in part, without 

the express written consent of the Technology Business Management Council, Ltd. 

The presentation and the content it contains is confidential and may not be distributed 

without the express written consent of the Technology Business Management Council, Ltd. 

The information contained in this presentation is subject to change without notice and does 

not represent a commitment on the part of the Technology Business Management Council, 

Ltd. 
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TBM Standards Committee Members

 Voting Members

1. Atticus Tysen, Intuit (Chair)

2. Akin Ayemobola, USAA

3. Brant Nyman, NCR

4. Carl Stumpf, Nike

5. Carollyn Gehrke, John Deere

6. Chris Curtis, Freddie Mac

7. John Wilson, MetLife

8. Kelley Wendelborn, Lowe's Companies

9. Lee Hawley, Red Hat

10. Matthew Erickson, Hub International Limited

11. Antonio “Toney” Mitchell, Office of Personnel Management

12. Brian Bell, Church & Dwight

13. Michael Mazza, Morgan Stanley

14. Daniel Donalson, Childrens Health Dallas

15. Adrian Thivy, Origin Energy (APAC)

 Non-Voting Members

1. Jon Sober, Author, Practical Technology Business 
Management  

2. Kathy Rudy, ISG 

3. Laura Szakmary, US General Services Administration 

4. Matt Temple, Accenture 

5. Mina Han, REI Systems 

6. Quinn Abraham, Maryville

7. Stephanie Roe, State of Washington  

8. Tim Pietro, Rego Consulting 
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Improved Accessibility to TBM Taxonomy 
Materials

Coming Soon!
Utilities Extension
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Join the TBM Council

• Join online at http://www.tbmcouncil.org/join

• Connect with peers from our member 

community

• Attend our annual global conference

and regional events and networking groups

• Access best practices and other

resources on our community site

• Take advantage of the TBM Council’s

education offerings and certification program

• Take pride in contributing to the rapidly 

growing discipline of Technology Business 

Management

http://www.tbmcouncil.org/join
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Be Sure to Engage Online

Join the conversation on TBM Connect

• Join on TBM Connect to:
• Access past meetings 

recordings and presentations
• Engage with the 400+ other 

Strategy Community 
members

• Receive invitations to future 
meetings

• Stay up to date with 
Community discussions

https://community.tbmcouncil.org/communities/tbm-taxonomy-community-home?CommunityKey=4a425b76-7a58-4990-8bf2-1e3ea366288c
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Standards Committee 2023 Charter

Mission:  

Promote standard frameworks, processes and taxonomy for TBM; show alignment 

to new & existing operating models driven by evolving trends in technology.

Deliverables:

❑ Continued ServiceNow CSDM alignment 

❑ TBM: Moving Beyond Costs

❑ Agile & TBM alignment 

❑ TBM Taxonomy alignment to Security Framework (NIST)



NIST Framework & 
TBM Taxonomy Alignment
Ed Hayman & Mina Han
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Why?

Government agencies asked to report out on 

Cyber Security spend

 Requirement: break out Cyber Security spend based on 

NIST, a security framework

 Desire: use existing IT cost models as source of cyber 

security spend

 Government Strategy committee mapped the NIST 

Framework to TBM Taxonomy in 2022

 TBMC Standard Committee reviewed and updated in 2023

NIST = National Institute of Standards and Technology



© 2023 Technology Business Management Council, All rights reserved.12

NIST Framework
Lifecycle to understand, manage, and reduce cybersecurity risks

Where to Find? 

● NIST Cybersecurity Framework

● Framework Version 1.1

● NIST Special Publication 1271, 
Getting Started with the Cybersecurity NIST Framework:  A 
Quick Start Guide

The NIST Cybersecurity Framework helps:

• Determine activities important to assure 

critical operations and service delivery

• Prioritize investments and maximize 

impact of dollars spent on cybersecurity

• Improves communication, awareness, 

and understanding across stakeholders by 

providing a common language

• Supports acquisition needs between a 

buyer/supplier

NIST = National Institute of Standards and Technology

https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework/framework
https://www.nist.gov/cyberframework/getting-started#quickstart
https://www.nist.gov/cyberframework/getting-started#quickstart
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
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NIST – Comprehensive and Detailed Framework

NIST draws upon security resources from several existing frameworks

• Control Objectives for Information and Related Technology (COBIT): 

http://www.isaca.org/COBIT/Pages/default.aspx  

• CIS Critical Security Controls for Effective Cyber Defense (CIS Controls): https://www.cisecurity.org  

• American National Standards Institute/International Society of Automation (ANSI/ISA)-62443-2-1 

(99.02.01)-2009, Security for Industrial Automation and Control Systems: Establishing an Industrial 

Automation and Control Systems Security Program: https://www.isa.org/templates/one-

column.aspx?pageid=111294&productId=116731  

• ISO/IEC 27001, Information technology -- Security techniques -- Information security management 

systems -- Requirements: https://www.iso.org/standard/54534.html  

• NIST SP 800-53 Rev. 4 - NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for 

Federal Information Systems and Organizations, April 2013 (including updates as of January 22, 2015). 

https://doi.org/10.6028/NIST.SP.800-53r4.  

http://www.isaca.org/COBIT/Pages/default.aspx
https://www.cisecurity.org/
https://www.isa.org/templates/one-column.aspx?pageid=111294&productId=116731
https://www.isa.org/templates/one-column.aspx?pageid=111294&productId=116731
https://www.iso.org/standard/54534.html
https://doi.org/10.6028/NIST.SP.800-53r4
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NIST Components
Identify

Develop an organizational understanding to manage cybersecurity risk to:    
systems, assets, data, and capabilities

Protect

Develop and implement the appropriate safeguards to ensure delivery of services

Detect

Develop and implement the appropriate activities to identify the occurrence of a 
cybersecurity event

Respond

Develop and implement the appropriate activities to take action regarding a detected 
cybersecurity event

Recover

Develop and implement the appropriate activities to maintain plans for resilience and 
to restore any capabilities or services that were impaired due to a cybersecurity 
event.
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TBM Taxonomy

© 2020 Technology Business Management Council Ltd. All rights reserved. www.TBMCouncil.org 
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Business 
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Business 
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Solutions:
(Alignment to NIST)
Describes what IT delivers to end 

consumers:  business leaders, end 

users and often external parties such 

as customers and partners.

Business:

Describes the consumers of the 

solutions, the business processes 

and capabilities enabled, or the 

products/platforms provided

Cost Pools:

Describes the type of spending 

using terms and groupings 

relevant to both IT and finance.

Towers:

Describes the technology 

functions

supported by IT spend in terms &

groupings relevant to the owners 

and consumers of those functions.

TBM provides a standard taxonomy and framework to analyze cost sources, 

technologies, IT resources (Towers), applications, and solutions

http://www.tbmcouncil.org/
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NIST & TBM Intersection

Challenges
• Reporting is difficult for agencies to respond to 

(multiple data calls, audits, etc.)

• Need to convey the value of using the TBM 

framework 

• Cybersecurity teams are more focused on 

outcomes vs. cost to deliver

Value
Aligning the TBM and NIST Frameworks can:

• Automate data calls and audit responses

• Identify the cost of Cybersecurity and how it is 

being used 

➢ Reduce duplication

➢ Identify gaps

➢ Understand capabilities

Engagement

Taxonomy 

Data 

Automation 

Reporting & Metrics 

Value 
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 Identity 

 Protect

 Detect

 Respond

 Recover

 Identity & Access Management 

 Security Awareness

 Cyber Security & Incident Response

 Threat & Vulnerability Management

 Data Privacy & Security

 Governance, Risk & Compliance 

 Business Continuity & Disaster 

Recovery 

NIST to TBM Crosswalk

NIST TBM Security & Compliance
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Government Strategy Committee Approach

2

Propose

Discover

1 4

Validate

3

Analyze

Gather TBM community 

feedback and guidance

Conduct environmental 

scan to gain understanding 

of the NIST Framework, 

relevant resources, how it 

is used, by whom, and why

Convene cohort to address 

issues

Identify appropriate taxonomies 

and develop crosswalk 

mapping:

• NIST (v1.1)

• TBM (v4.0)

Analyze gaps and overlaps

Develop findings and 

recommendations to provide 

a comprehensive taxonomy

Validate proposal with 

TBM Standards

Committee and Community to 

ensure usability

Confirm output with POC 

from NIST

* In Progress
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TBM taxonomy and 

crosswalk updated 

as needed and 

published

Publish 

Taxonomy and 

Crosswalk

NIST Subcategory 

mapped to TBM 

Solution

Clear 

Alignment

Follow up with 

TBM Council to 

clarify 

understanding or 

enhance 

description and 

codes

Clarify with 

TBM Council

NIST Subcategory 

relates to more 

than one TBM 

Solution name

Multiple 

Options

Community to 

provide additional 

input to determine 

mapping

Need Further 

Discussion

Follow up with 

NIST to better 

understand intent 

of Subcategory

Clarify with 

NIST

Findings and Recommendations
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Standard Committee sub-committee 
established for NIST/TBM Alignment 

Sub-Committee lead

 Antonio “Toney” Mitchell, Office of Personnel Management

Members

 Mina Han, REI Systems

 Michael Mazza, Morgan Stanley

 Chris Karalis, ISG

 Jon Sober, Certified Information Systems Auditor, author Practical TBM

 Ed Hayman, Technical Advisor, Apptio 
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NIST / TBM Alignment Deliverables

 Updated NIST – TBM Taxonomy Crosswalk (aka ‘mappings’)

 TBM Taxonomy v4.1

▪ Updates to categories and definitions to better align to NIST

▪ Assess other taxonomy refinements

 Cyber Security “Total Cost” model guidelines

▪ Capture security-related activities specific to operational areas
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IDENTIFY Sub-Category Mappings
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PROTECT Sub-Category Mappings
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DETECT Sub-Category Mappings
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RESPOND Sub-Category Mappings
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IDENTIFY Sub-Category Mappings
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TBM Taxonomy 4.1 Update

 Definition updates to drive better 

clarity and alignment with NIST 

categories

 Primarily focused on Security & 

Compliance Sub-Tower and Service 

Categories

 Other “operational” towers covered in 

a supplemental document



Public Sector Involvement & 
OPM Pilot
Antonio “Toney” Mitchell
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Pilot Objectives

Create better transparency for better 

reporting1

Understanding data is the cornerstone 

of making informed decisions and 

extracting valuable insights
2

Approaching consistency and 

compliance3
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OPM Pilot Approach

Pilot 
Kickoff

Articulate scope and 
potential outcomes

Identify current data 
sets and tools

Propose roadmap for 
pilot completion

Data 
Mapping

Obtain FY23-25 
Cybersecurity budget 

data

Utilize TBM Taxonomy 
mapping to align with 
the NIST Framework

Finalize FY23-25 
Cybersecurity NIST & 

TBM mappings

Data 
Utilization

Cybersecurity IT 
investment 

management

OCIO visualization 
toolsets & applications

Future OMB, GAO, OIG 
data request

Decision 
Making

Socialization of 
Cybersecurity 

compliance costs 
within the enterprise

Enhance Cybersecurity 
benchmarking, trend 
analyses, forecasting 

and tradeoffs

Articulate chargeback 
and showback fees for 
future budget requests
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Pilot Benefits

Easier to analyze, 

reducing the time and 

effort required to clean 

and prepare data for 

insights and reporting

Identify and rectify 

discrepancies and errors 

in data, leading to higher 

data accuracy and trust, 

which is crucial for 

reliable reporting and 

forecasting

Communicate the value of 

IT to stakeholders by 

focusing on cost 

transparency, delivery of 

value, identification of the 

total cost of IT and 

shaping the demand for IT 

services

Extend TBM 

analysis to provide 

actionable 

recommendations to 

enable data-driven 

IT decisions 

Maintain compliance 

with Executive & 

Legislative 

Cybersecurity 

mandates

Efficiency Management Compliance

Accuracy
Decision 

Making

• Quick data response based on TBM framework or NIST framework

• Leverage for Budget reporting or additional federal reporting
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Expected Outcomes

This is a sample text. Insert 

your desired text here. 
Placeholder

01 Identify and confirm Enterprise 

Cybersecurity portfolio costs per the NIST 

and TBM Frameworks

02 Use data in the formulation of the 

Cybersecurity Service Catalog

03 Generate value conversations regarding 

Cybersecurity trends, policy mandates, and 

risks

04 Simplify annual Cyber Budget Data 

Request (BDR) reporting
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TBM community to provide feedback on 
areas needing further discussion

Complete proof of concept (PoC) to test 

applicability of crosswalk and expand to others

Coordinate with TBM Council Standards 
Committee and NIST

1

2

3

Publish final mapping and PoC results4

Next Steps



Identifying Cyber Security 
Costs
Ed Hayman & Mina Han



© 2023 Technology Business Management Council, All rights reserved.35

SOLUTIONS (v4.0) Standards Committee

Delivery

Strategy & Planning

 Technology Business Management
• IT Planning
• IT Finance & Costing
• IT Billing
• Business Value
• Metrics & Benchmarking
• Strategy Management (new)
• Service Portfolio management
• Service Catalog management
• Service Level management
• Availability management

 Innovation & Ideation
• New technology solutions
• Incubation services

 Enterprise Architecture
• Business architecture
• Information architecture
• Application architecture
• Infrastructure architecture

 Program, Product  & Project 
Management

• Portfolio investment planning
• Project planning & delivery
• Continuous planning & delivery

 Business Solution Consulting
• Business Relationship management
• Business Process analysis
• Technology solution analysis
• Demand management

 IT Vendor Management
• Vendor Selection / Negotiation
• Procurement

Development

 Design & Development
• Custom build
• Package configuration
• SaaS configuration

 System Integration
• On-prem application integration
• SaaS integration

 Modernization & Migration
• App re-architecture
• Data migration
• Infra re-architecture

 Testing
• Functional testing
• Integration testing
• Performance testing
• Usability testing

Support

 Service Desk
• Central help desk 
• Deskside support
• Tech bar support
• IT knowledge management
• Request fulfillment

 Application Support
• Tier 2 app support (by app)
• Tier 3 app support

 IT Training
• Off-the-shelf productivity training
• Business application training

 Central Print
• Bill/invoice print
• Publications
• Automated post processing

Operations

 IT Service Management
• Incident management
• Problem management
• Change management
• Asset management (CMDB)

 Event Management
• Network monitoring
• System monitoring
• Application monitoring
• Usage analytics
• Logging analytics

 Scheduling
• Batch processing

 Capacity Management
• Storage capacity
• Compute capacity
• Data Center capacity

 Deployment & Administration
• Software distribution 
• Config administration
• Patch management

Security & Compliance

 Identity & Access Management
• Authentication/Authorization
• Identity Management
• Identity Governance & Administration
• Privileged Access Management
• Certificate Management

 Security Awareness
• Security Training 
• Security Advisory
• Security Policies and procedures

 Cyber Security & Incident Response
• Cyber Security Monitoring
• Security Incident Response

 Threat & Vulnerability Management
• Application Vulnerability Management
• Infrastructure Vulnerability Management
• Network/Endpoint Security

 Data Privacy & Security
• Data Classification & identification
• Data loss prevention
• Data encryption
• Database security

 Governance, Risk & Compliance
• Risk management
• Policy management
• Policy tracking
• Data governance

 Business Continuity & Disaster Recovery
• Business continuity policies
• Business resiliency plans
• DR procedures & exercises
• DR facilities
• Office continuity facilities

Security & 
Compliance is a 

primary area

However, many other 
areas provide security 

related support
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TBM Taxonomy & NIST
Supplement (v0.2)

 Summary of NIST framework and 

purpose

 Summary of TBM Taxonomy

 Benefits of using TBM & NIST to 

Understand Cyber Security Costs

 Cyber Security TCO and Cost 

Allocation Approaches

 Security related activities by Tower / 

Service Category
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Cyber Security TCO and Cost Allocations

Cost Center Identification

• Direct Costs: Identify departments or teams specifically dedicated to 

cybersecurity, such as the Information Security or Cybersecurity 

departments. All expenditures from these centers, including salaries, tools, 

licenses, and overhead, are direct costs.

• Indirect Costs: Identify other departments that have roles in security but 

not as their primary function, such as the technology operations 

departments or the application development and support teams. Apportion 

a percentage of their costs based on the estimated amount of time or 

resources they dedicate to security-related activities.
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Cyber Security TCO and Cost Allocations

Labor Cost Allocation

• Time Tracking: Implement tools or systems to track the time employees 

spend on security-related tasks. This can be done through specialized time-

tracking software, work management software, or integrated task 

management systems.  To implement, create security-specific activities.

• Role-based Estimation: For positions where time-tracking might be 

challenging, allocate costs based on role or job description. For instance, if a 

system administrator spends approximately 20% of their time on security 

patches and updates, then 20% of their compensation can be allocated to 

security costs.
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Cyber Security TCO and Cost Allocations

Vendor/Supplier Cost Allocation

• Direct Vendor Costs: List all vendors supplying cybersecurity solutions, 

software, or services. The entirety of these costs can be directly allocated.

• Shared Service Costs: For vendors that supply a mix of services, some of 

which are security-related, break down their invoices or cost structures to 

determine the portion associated with cybersecurity. This might involve 

discussions with the vendor or a deep dive into the contract terms.
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Cyber Security TCO and Cost Allocations

 Project-based Allocation: For projects that enhance security (like the 
implementation of new security tools), allocate all related costs, including the 
associated labor and vendor costs, to cybersecurity expenditures.

 Training & Awareness Programs:  All costs associated with security training, 
seminars, workshops, and awareness campaigns should be included. This should 
cover both external training fees and the internal time employees spend engaged in 
these activities.

 Incident Response & Recovery Costs:  In the unfortunate event of a security 
breach or incident, all related costs, including forensic investigations, recovery 
operations, PR efforts, and potential legal fees, should be categorized under 
cybersecurity costs.
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Mapping TBM Operational Activities to NIST

TBM & Operational Activities NIST

Virtual Servers

 Hypervisor Security: Harden and secure the hypervisor layer against 
unauthorized access and vulnerabilities.

 Virtual Network Isolation: Segregate virtual networks to limit the attack 
surface.

 Snapshot Security: Secure and manage snapshots to prevent 
unauthorized data access.

 Guest OS Hardening: Harden the guest operating systems running on 
virtual machines.

 Encryption: Implement disk and data-at-rest encryption for virtual servers.

 Resource Monitoring: Keep track of resource utilization to detect 
anomalies that might indicate a security issue (e.g., a DoS attack).

 Vulnerability Scanning: Regularly scan virtual machines for security 
vulnerabilities.

 Identity 

 Protect

 Detect

 Respond

 Recover
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Common to All Environments

• Auditing and Compliance: Regularly audit environments for compliance with relevant regulations 
like GDPR, HIPAA, or PCI-DSS.

• Security Training: Train operational staff in best practices for each specific environment.

• Multi-Factor Authentication (MFA): Require multiple forms of authentication before granting 
access.

• Data Encryption: Implement encryption for data-at-rest, data-in-transit, and, where possible, 
data-in-use.

• Patch Management: Regularly update all software components to patch known vulnerabilities.

• Anti-Malware Solutions: Deploy anti-malware solutions tailored for the specific compute 
environment. 

• Regular Backups: Back up data and configurations regularly and ensure that backups are also 
secure.

• Network Monitoring: Continuously monitor network traffic for suspicious activities.

• Incident Response: Develop and regularly update an incident response plan tailored for each 
compute environment.

• Disaster Recovery: Have a disaster recovery plan in place and regularly test it to ensure 
effectiveness.

 Identity 

 Protect

 Detect

 Respond

 Recover

Mapping TBM Operational Activities to NIST

TBM & Operational Activities NIST
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Next Steps

 Refine and finalize deliverables for TBM Conference

 Publish and make available for “Request for Comment” in Austin

 Encourage TBM practitioners to seek security partners in your 

organization to review and provide input

 Review new NIST 2.0 Framework and provide feedback
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Get 20% off with TBM Council Member code 

MEMBER20

www.tbmconference.org
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TBM Executive Foundation Course & Certification

Sign up at 

www.tbmcouncil.org/

events

A 4-day (16 hour) course and certification exam providing 

the essential knowledge that drives business transformation 

within IT by running a successful TBM program.
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Upcoming Events
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THANK YOU!
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